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IIpaBuia
00paboTKH MEPCOHAILHBIX JAHHBIX
B HH(POPMAIHOHHBIX CHCTEMAX NEPCOHAIBHBIX AAHHBIX

MyHHIHNAJIBLHOT0 KA3eHHOT0 00meo0pazoBaATELHOI0 YUPesKICHHsI «OTpagnenckas
cpeanss odmeodpaszoBaTeabHas mKoaa Ne 2y

1. Od1mue moJ1okeHns

1.1. Hacrosmue IlpaBuma paspaGoTaHEI B COOTBETCTBHH ¢ mojokenusmu 3
"O nmepcoHaNbHBIX JaHHBIX", TOCTAHOBJICHHUS IlpaBurenscrea P® ot 6 wmions 2008 r. N 512
"O0 yTBepxIeHHHE TpeGOBaHUE K MaTepHAILHBIM HOCHTEIISIM OHOMETPHUECKHX MEPCOHATBHBIX
AQHHBIX  H  TCXHOJIOTHAM XPDAaHEHHS TaKWX JAHHBIX BHE MH(QOPMAIMOHHBIX CHCTEM
NIEPCOHANIBHBIX NaHHBIX", mocTaHoBIeHUa [Ipasurenberea PD or 15 cenrsopst 2008 r. N 687
"O6 yreepxnmenun Ilonokenuss 06 OCOBEHHOCTSX 00paboTKH IMEepPCOHANBHBIX JIAHHBIX,
OCYIIECTBIAEMOH  Oe3  HCHONb30BaHHMA  CPEJICTB aBTOMaTH3aluu",  MOCTAHOBJICHUSI
IIpaBurensctea PO or 1 moabps 2012r. N 1119 "O06 YTBEPXKICHHH TpeOOBaHHM K 3aiuTe
HCPCOHAIBLHBIX  TAHIHEIX 1IPH UX 00paboTKe B MH(DOPMAIMOHHBIX CHCTEMAaX [EPCOHAJIBHBIX
JaHHBIX",

1.2. Hacrosmue ITpaBuna onpenensior oco6eHHOCTH 00paboOTKH NepCOHANBHBIX JIAHHBIX
COTPY/IHHKOB B HH(OPMAIMOHHBIX CHCTEMAX MEPCOHATBHBIX AHHbBIX MynununaisHoro
Ka3€HHOTO obmeobpa3oBarebHOro YUpENICHUS «OTtpajiHeHcKas CpeHsis
obmeobpaszoparensas mkoa Ne 2.

1.3. Be3omacHOCTh NEPCOHATBHBIX JAHHBIX IpH HX 00paboTke B MH(OPMALHOHHBIX
CHCTEMaX NEpCOHANPHBIX NAHHBIX (Hajsee - MHpOPMALHOHHBIE CHCTEMEBI) OGECTIEUMBACTCS C
HOMOIIBIO CHCTEMBI 3aIHTBI IEPCOHANIBHBIX NaHHbBIX, HEHTPAIU3YIOlIeH aKTyalbHbIE YI'PO3bI.

1.4, Ilon aKTyalbHBIMH Yrpo3amMu Ge30MacHOCTH IIEPCOHANIBHBIX JAHHBIX TTOHMMAETCS
COBOKYIIHOCTE ~ YCIOBHH M (akTOpoB,  CO3JAIOIHX aKTyallbHY}0)  ONacHOCTL
HECAHKIMOHMPOBAHHOIO, B TOM YHCJIE CIIYyYaHHOTO NOCTYNA K IEPCOHAIBHBIM JAHHBIM pU UX
00paboTke B MHPOPMAIMOHHON CcHCTeMe, Pe3yALTATOM KOTOPOTO MOI'YT CTaTh YHHUTOXEHHE,
M3MEHCHHE, OIOKHUPOBaHHE, KOIHPOBAHHUE, TIPEIOCTABICHHE, pactpocTpaHeHHe MePCOHAIBHBIX
JIQHHBIX, & TAK)KE HHbIE HEIIPABOMEPHEIE JIEHCTBH.

2. Ocobennocta 00padoTKH NEPCOHATLHBIX IAHHBIX B HH}OPMAIHMOHHEIX CHCTEeMAX

2.1. O6paboTka mepcoHaNBHBIX JaHHBIX B MH(OPMAIHOHHBIX CHCTEMAX OCYIIECTRIACTCS
lIOCIIC  3aBCPIICHUS pAdOT IO CO3JAHHIO CHCTEMBI 3aIUTHI IIEPCOHATBHBIX AAHHBIX B
MH(OPMAIMOHHOI CHCTEME, €€ TIPOBEPKH M OLEHKH COOTBETCTRHS MH()OPMALTMOHHOI CHCTEMBI
TICPCOHANBHEIX TAHHBIX TpeOOBaHMAM 6€3011aCHOCTH HHPOPMALH.

2.2. Be30IacHOCTh TepPCOHANBHBIX IaHHBIX IpH uX 00paboTke B MH(OPMAIMOHHOI
CHCTEME O00eCleYrBaeT onepaTop 3TOil CHCTEMEL, KOTOPBIH 0OpabaThiBaeT IepcoHaIbHbie
AQHHBIC, WA JIMIO, OCYUIECTBIAOIIEE 00pabOTKY ITEPCOHANBHBIX JAHHBIX IO [OPYYEHHUIO
OIIEpaTOpa HA OCHOBAHHMH 3aKIIOYAEMOTO C STHM JIHIIOM JI0TOBODA.

2.3. be30macHoCTh IIE€PCOHATBHBIX JIAHHBIX npu uX 00paGoTKe B HMHPOPMAIMOHHBIX
CHCTeMax O0eCIEYMBACTCS C IMOMOLIBIO CHCTEMBI  3alHTHI NEPCOHANBHBIX  JalHbIX,
BKJIIOYAIONIEH OPraHu3alHOHHBIE MEPHl H CPEICTBA 3al[UThI undopmanuu (B ToM umcie
U pPOBATBHEIE (kpunrorpaduueckue) CpPEJICTRa, cpeJicTBa PEIOTBPALICHHS
HCCAHKIMOHMPOBAKHOTO  JIOCTYNA, YTeYKH HHPOPMAIME [0 TEXHHYECKHM  KaHallaM,
TIPOTrPaMMHO-TCXHUICCKHX BO3ACHCTBHI HA TEXHMYECKUE CPecTBa 06pafoTKu MIEPCOHANBHLIX



JAHHBIX ), @ TAK)KE HCIOJIb3yeMble B HH(OPMALIMOHHON CHCTeMe HH(POPMAIIHOHHBIE TEXHOIOTHH.,

2.4. CocTaB ¥ cofiepiKaHHe Mep 110 3aruTe HHPOpMalUi B MH(POPMALIMOHHBIX CHCTEMAaX
3aBHCAT OT YCTAHOBJICHHOTO YPOBHSI 3alIHIIEHHOCTH HH(OPMAIHOHHON CHCTEMBI.

2.5. YcTaHOBIEHHE YPOBHS 3alMIICHHOCTH (IEPECMOTP YPOBHS 3alUIICHHOCTH)
HH()OPMAITMOHHOM CHCTEMBI TIEPCOHATBHEIX IAHHBIX MPOBOJUTCS OnepaTopoMm.

2.6. PazpemienneM Ha 00pabOTKy MepCOHANBHBIX JaHHBIX Ha 00beKTe HHYOPMAIMOHHOM
CHCTEMBI SIBJISIETCS TPHKA3 PYKOBOIUTENS O BBOJIC YKA3aHHOTO 00BEKTA B HKCIUIYaTaIHIO.

2.7. BesonacHOCcTh IEPCOHANBHBIX TaHHBIX, OOpabaThIBaEMbIX C HCIIOJIb30BAHUEM
Cpe/CTB aBTOMATH3aAI[UH, JOCTHTaeTCs IIyTEM HCKIIOYEHHsS HECAHKIMOHHPOBAHHOTO, B TOM
YUCIIE CIIy4aiHOTO IOCTyIa K IIEPCOHAIBHBIM JaHHBIM.

2.8. IlepconanbHble JaHHBIE MOTYT OBITH IPEIOCTABIICHBI AJI O3HAKOMIICHHSI:

a) COTpY/JIHHKaM, JOIYIIEHHBIM K 00paboTKe NEepCOHAIBHBIX JAHHBIX C HCIIOJIB30BAHHEM
CPEICTB aBTOMATU3AI[MH, B UACTH, Kacarolleics UX JODKHOCTHRIX 003aHHOCTEH;

2.9. YIOJIHOMOYEHHBIMH COTpPYIHHKaMH HpU 00paboTKe IEePCOHANBLHBIX JAHHBIX B
UHPOPMALMOHHBIX CHCTEMaxX [EePCOHAIBHBIX MJaHHBIX JIOJDKHA OBITH of0ecredyeHa uUX
0e30MacHOCTh € TIOMOIIBI0 CHCTEMBI 3all[ATHI, BKIIOUAIOIIEH OpraHH3allMOHHBIC MEPBI H
CpeZCTBa 3alUTEl HHPOPMAIUH, B TOM YHCIIE MUPPOBAIbHbIE (KpUIITOrpadHuecKHe) CpejIcTRa.

2.10. ObMeH mepcoHATBHBIMH JIAHHBIMA IpH MX 00paboTke B HHPOPMAIHOHHBIX
CHCTEMAx OCYIIECTBJIACTCS I10 KaHaJlaM CBs3M, 3allldTa KOTOPBIX OOeCredyuBaeTcs IyTeM
peanu3alid OpPraHU3allMOHHBIX MEP M IIYTEM IPUMEHEHHs IPOTPaMMHBIX M TEXHHYECKHX
CpEJICTB.

2.11. Jloctyn nonp3oBateseil K NepcOHANBHBIM JaHHBIM B HH(OPMAIIMOHHBIX CHCTEMAX
NEPCOHAIBHBIX JIAHHBIX paspellaeTcss Iociie 00S3aTelbHOr0 MPOXOXKJIEHHUS POLELY P
UICHTU(UKAIIHH H ayTeHTH(QUKAITHH.

2.12. JIunamu, OTBETCTBEHHBIMH 3a o0ecrieueHHe 0€30II1aCHOCTH MEPCOHAIBHBIX JIAHHBIX
IIpH UX 00paboTke B HHOOPMALIMOHHBIX CHCTEMAX, ODKHO OBITH 00eCIIeUeHo:

a) cBoeBpeMeHHOe oOHapykeHHe (AKTOB HECAHKIHMOHHPOBAHHOIO JIOCTyNAa K
MIEPCOHAIBHBIM JIAHHBIM H HEMEJUIEHHOE JI0BEICHUE 2TOH HH(POPMAIIUH JI0 PYKOBOJICTRA,

0) HexomymieHHe BO3JAEHCTBHS Ha TEXHHYECKHE CpEJICTBA aBTOMATH3MPOBAHHOM
00paboTKKM NEPCOHAIBHBIX JaHHBIX, B pE3yJIbTaTe KOTOPOIO MOXKET OBITh HAPYIIEHO HX
byHKTIMOHHpOBaHHE;

B) BO3MOXHOCTb HE3aMEIJIMTEIBHOIO BOCCTAHOBIEHHsS MEPCOHANBHBIX JaHHBIX,
MOAU(HUIMPOBAHHBIX HITH YHHYTOKEHHBIX BCIIEICTBHE HECAHKIIHOHUPOBAHHOTO JIOCTYIIA K HUM;

) MOCTOSHHBIH KOHTPOJIb 3a OOECHEUEHHEM YPOBHs 3AlHINEHHOCTH MEPCOHAIBHBIX
JAaHHBIX;

J{) 3HaHHE W COOIIONEHHE YCIIOBHH HCIOJIB30BAHUS CPEJCTB 3alIMThl MH()OpPMAIIHH,
PeyCMOTPEHHBIX SKCIUTYaTallHOHHOM M TEXHHYECKOH TOKYMEHTAIIHEIH;

€) y4eT TPHMEHSEMBIX CPEICTB 3allUThl WH(POPMAIMH, OSKCIUIyaTallHOHHOH |
TEXHHYECKOH JOKYMEHTALMK K HUM, HOCUTENEH MMepCOHANIbHBIX JIAHHBIX;

K) TIpH OOHApy)KEHHWH HapyLICHHH IOpsAAKa NpeIOCTABICHHS MEPCOHANBHBIX IaHIbIX
HE3aMEeUTUTENILHOE [IPUOCTAHOBJIEHHE TIPEIOCTABICHHUS MIEPCOHAILHBIX JIAHHBIX 10JIb30BATEIISAM
MH()OPMAIIOHHOM CHCTEMBI JI0 BBISBIICHHS IPHYUH HAPYIIEHUH U YCTPAHEHHS TUX ITPUUKH;

3) pa3OUpaTeNbCTBO M COCTABJICHHE 3aKIIOUCHHH 1O (hakTam HecoOIONeHus YCI0BUii
XpaHEHUS HOCHTEJIEH NEPCOHANBHBIX AAHHBIX, HCIIOJIB30BAHUS CPEJICTB 3aAIUTH HH()OPMALIUH,
KOTOPbI€ MOTYT IIPHBECTH K HapyIIEHHIO KOH(PHICHIIHAIBHOCTH MEPCOHANLHBIX JAHHBIX W
JIPYTUM HaApyIIEHHsM, NPUBOJILMM K CHIDKCHHIO YPOBHS 3alllMIIEHHOCTH IE€PCOHAIBHBIX
JIAaHHBIX, pa3paboTKa U MPUHATHE MEp 10 MPEJIOTBPAIIEHHUIO BO3MOKHBIX OIACHBIX TIOCIIEACTBHI
0J00HBIX HAPYIIEHHH.

2.13. B cnyvae BBISBIEHUS] HApyIICHHUH TopsaKa oOpaboTKH MEPCOHAILHBIX JIAHHLIX B
MH(QOPMAIMOHHBIX ~ Ka3eHHOro obmeobpazoBarebHOro yupexaenus «OTpajHeHcKas CpeHsis
obmeoOpa3opatenpHas mkoma Ne 2y [IPUHUMAIOTCS MEPHI 10 YCTAHOBJICHHWIO IMPHUHH
HapyIICHUH U UX YCTPAHEHHUIO.



