MWHUCTEPCTBO OEPA30BAHMUA N HAYKM POCCUACKOW ®EQEPALINU
DENAPTAMEHT FrOCYOAPCTBEHHOM NONMUTUKN B COEPE OBLLENO0 OGPA3OBAHMA
MUCbMO ot 14 man 2018 r. N 08-1184
O HANPABJIEHUA UH®OPMALINU

[enapTtameHT rocygapcTBeHHOM NONUTUKKM B chepe obuiero obpasoBaHuss MuHobpHaykm Poccun HanpaBsnsieT
ons ceegeHuns paspaboTaHHble BpemeHHonm komuccuen Coseta degepaumm no pasButuio MHEAOOPMaLMOHHOIO
obLlecTBa MeToguYECKMe pekoMeHgaumn 0 pasMeLLeHMn Ha MHPOPMALIMOHHBIX CTeHAax, ouLMnanbHbIX MHTEPHET-
canTax u Apyrmx MHoOpMaLMOHHbIX pecypcax obLeobpasoBaTenbHbIX OpraHM3auuin n opraHoB, OCYLLECTBIISIOLLNX
ynpaeneHue B cdhepe obpasoBaHus, MHGpopmaLmm o 6e3onacHOM NOBeAEHUN N UCNONb30BaHNN ceTh "VIHTepHeT".

HOupekTop denaptameHTa
A.E.TIETPOB

MpunoxeHue

METOONYECKUE PEKOMEHOALUN O PASMELLEHUN HA UHOOPMALIMOHHbIX CTEHOAX,
OPULMNANBHBIX UHTEPHET-CAUTAX U APYITMX UHOOPMALIMOHHbLIX PECYPCAX
OBLLEOBPA30BATEJIbHbIX OPFTAHU3ALMA N OPFAHOB, OCYLLECTBNAIOLWUX YNPABNEHUE B COEPE
OBPA30BAHUA, UH®OPMALIMX O BE3ONMACHOM NOBEOEHNN N UCMOJIb3OBAHUU CETU "MHTEPHET"

Okcneptamn n uneHamu BpemeHHon komuccum Coseta Pegepauum no pasBuUTUO UHGOPMALMOHHOIO
obLlecTBa B paMkax BbIMOSIHEHUS PpeKOMEHAALMI NapnaMeHTCKMUX CryLllaHui "AkTyanbHble Bonpockl obecneyeHms
6e3onacHOCTV 1 pa3BuUTUA geTen B MH(OPMaLMOHHOM NpocTpaHcTBe", koTopble npownu B CoseTe Penepaummn 17
anpens 2017 r., 6binm pa3paboTaHbl METOAMYECKME PEKOMEHAALMN O pa3MeELLEeHNN Ha MHPOPMALMOHHBLIX CTEHAAX,
odmumanbHbIX MHTEPHET-CaWTax U Apyrmx MHMOPMALMOHHbBIX pecypcax oblieobpasoBaTenbHbIX OpraHvM3auni un
OpraHoB, OCYLLECTBNALWNX ynpaBneHne B cdepe obpasoBaHus, MHdopmauum o Ge3onacHoOM MoBeAEHUU U
ncnonb3oBaHumn ceTn "VIHTepHeT" (ganee - MeToAMYECKME peKoMeHaaLmMn).

MeToanuyeckne pekomeHdauuMu HanpasfieHbl Ha KayeCTBEHHOE MOBLbILWEHWE YPOBHSA WH(OpPMaLUOHHON
aeAtenbHocTM o6LeobpasoBaTenbHbIX OpraHM3auuin M OpraHoB, OCYLLECTBASIOWMX YynpasneHne B cdepe
06pa3oBaHus, B YacTN UHPOPMUPOBAHMWS yHaLLMXCSH, UX poanTenen (3akoHHbIX NpeacTaBuTenen) n negarornyeckmnx
paboTHMKOB 06 OCHOBHbIX acnekTax UHPOPMaLMOHHOW Be3onacHoCTH.

MeToanyeckne  pekomeHgauum no3sonsat  obuieobpasoBaTernbHbIM - OpraHu3auusaM M OpraHam,
OCYLLECTBMAKOWMM ynpaBreHne B cdepe obpasoBaHUsA, aKTyanvM3npoBaTtb yXKe UCMNOMb3yeMble U pa3MeLLEHHbIe
WH(OPMaLMOHHbIE MaTepuarnbl, Tak U NOArOTOBUTb UX B Cryvyae WUX OTCYTCTBUS C Y4ETOM IyYLIMX MPaKTUK U
pekomeHaaunin.

B pamMkax meToamMyeckux pekomeHgauumimn paccMaTpmBaoTCs CrieAyoLmne MHCTPYMEHTbI:
1. NMHPOPMaLIMOHHbIE CTEHAHI;
2. odmumansHble MHTEPHET-pecypchl; 3. cpeacTBa MaccoBon MHGOPMaUMK (LLUKOSMbHbIE raseTh,

negarorMyeckue U3gaHust u apyrue).

MUHdopmaLmnoHHbIe cTeHAbI

Ha wvHdopmaumnoHHbix cTeHgax B oOLweobpa3oBaTenbHbiX OpraHvM3auusx, pacriofioXeHHbIX B dhone
yypexgeHun u B KabuHeTax, OCHALLEHHbIX MepCOHarnbHbIMWM YCTPOMCTBaMU Afs Bbixoda B ceTb "VIHTepHeT",
peKkomMeHayeTCsi pasMecTUTb WH(OPMAaLMOHHBIE MaMATKW, COAepXalliMe OCHOBHble COBEeTbl Mo obecnevyeHuto
NHdOpMaLMOHHOW 6€30MacHOCTM y4aLUMXCS.

B npunoxeHun N 1 kK MeTOOUYECKUM peKOMeHAaUUsM npeacTaBneH obpasel namMsaTku AN pasmeLleHnst Ha
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I/IH(bOpMaLI,MOHHbIX CTeHpaax.

CpeacTBa MaccoBoOW MH(opmauumn

B cpeacteax maccoBoii MHopMaLMKU, OPUEHTUPOBAHHBIX Ha OBYYaloLMXCA, PEeKOMeHOyeTcs B TeyeHue
y4ebHOro roga perynsipHo nybnukoBaTb WHOPMAaLMOHHbIE MaTepuarnbl, MOCBSILLEHHbIE OTAENbHbIM acrneKkTam
MHbopMaLMOHHON 6e30MacHOCTH, a Takke pasnuyHble NamMsATKM O6LLEro XxapakTepa.

B cpeoctBax maccoBonm MHoOpMauunm, OpPUEHTMPOBaHHbIX Ha MNedarorMyeckyld  OOLEeCTBEHHOCTb,
pekoMeHayeTCAa B TeYeHWe KaneHaapHoro roga perynsipHo nybnvkoBaTb WH(OPMAaLMOHHbIE MaTtepuansl,
MOCBSILLEHHbIE OTAENbHbIM acrnektam WHPOPMAaLMOHHON 6e30MacHOCTU KakK HEeCOBEPLUEHHOMETHUX, Tak U
obweobpasoBaTenbHbiX OpraHu3auuin, a Takke pasnuyHble namsaTkn, o0630pbl  HOPMAaTUBHO-NPAaBOBOrO
perynupoBaHus aHHOW cdhepbl U MHPOPMAaLIMIO O akTyarbHbIX MEPONPUATUAX N COBLITUSX B JaHHON cdhepe.

B xone npoBeaeHus EguHoro ypoka no 6esonacHoctu B ceTu "MIHTepHET" pekoMeHayeTcs o6ecneynThb BbiMyCck
TeMaTM4eCcKoro Bbinycka cpeacTesa MaccoBon nHdgopmavmm nubo cepum nyénmkaumn, cpeam KoTopbiX pacCMOTpeTb
OpraHM3oBaHHbIE MEPONPUATUSA AN obyyalLwmnXcs, UX poanTenen (3akoHHbIX NpeacTaBuTenein) n Nnegarormyeckon
06LLEeCTBEHHOCTH.

OdwmumnanbHble NHTepHeT-pecypcbl
O6LeobpasoBaTenbHbiM  OpraHn3aumsM pekoMeHAyeTCs Ha CBOuX odmumnanbHbeix WHTepHeT-pecypcax

obecneunTb (PYHKUMOHMPOBaHWE CaMOCTOSITENILHOTO W CcheuuanuaMpoBaHHoro pasgena "MHdopmaumoHHast
6e3onacHoCTb", B paMkax KOTOPOro npeaycmMoTpeTb pasMeLleHne cneayowen nHdopmManun:

N Paspen/nogpasnen CopepxaHue matepuanos

dopmart npeacTaBneHus
maTepuanos

1. |JlokankeHble Konmn  gokymeHTOB  B| PaamelyatoTcsi KONUKM JOKYMEHTOB, T.€.
HOpMaTuBHbIEe aKkTbl B | popmate *PDF CKaHWPOBaHHbI BapuaHT AOKYMEHTA,
chepe obecneyeHus COOTBETCTBYOLWUIA TpeboBaHNAM K
WMHOPMALIMOHHOM napameTpamM CKaHUpOBaHWSI.
BesonacHocTn Pa3meLluaoTcs AOKYMEHTHI,
oby4yarowmxcs pernaMeHTpylLLne opraHm3aumio u
paboTy C NnepcoHanbHbIMU AaHHBIMY,
nnaHbl MeponNpuaTUA No obecnevyeHnto
MHopMaLNOHHOM BGe3onacHOCTU
oby4varowmxcsa n gpyrue.

2. HopmaTtumeHoe Konun  gokymeHTOB B

DerynupoBaHHe chopmate *PDF MyGnukyroTCS aKTyarbHble CBEAEHUS O

defepanbHbIX U perMoHarnbHbIX 3aKOHaXx,
nMcbMax OpraHoB BNacTu U gpyrue
HOPMaTUBHO-MPAaBOBbIE JOKYMEHTbI,
pernameHTupyowmne obecneyeHne
MHopMaLNOHHOM BGe3onacHOCTU
HecoBepLUeHHoNeTHMX. [lonyckaeTcs
BMECTO KOMUWI pa3meLlaTb rmnepcchbinikn Ha
COOTBETCTBYIOLLNE AOKYMEHThI Ha canTax
OpraHoB rocyapCTBEHHOM BNacTy.

3. |Meparornyecknm TeKcT Ha cTpaHuue cainTa
paboTHNKaM Konun pgokymeHToB  B| Pasmelualotcs metoanyeckme

¢opmarte *PDF pekoMeHAauuu 1 ykasbliBaeTcs
MHpopMaLNS O MEPONPUATUSIX, MPOEKTaXxX U
nporpaMmmax, HanpaeJieHHbIX Ha
noBblLLEHNE NHDOOPMALMOHHOM
rPamMoTHOCTW Neaarorm4eckmnx paboTHMKOB.




4. | Oby4atowmmes TekcT Ha cTpaHuue canTa
PaamellaeTca MHhopMaLMOHHaA namsaTka

(npunoxenue N 2) n ykasbiBaeTcs
WHOPMALNS O MEPONPUATUSIX, NPOEKTAX U
nporpammax, HanpasJieHHbIX Ha
NoBbILLIEHNE UH(POPMALIMOHHOM
rpamoTHOCTM 0By4atoLnXCs.

TekcT Ha cTpaHuLe canTa| Pasmelyaetca nHopMaumoHHasa namarka

Poautensam (3akoHHbIM
A ( (npunoxeHue N 3).

npeacTaBuUTENsaM)
obyuvaromxcs

6. |[etckme 6e3onacHble | TeKCT Ha CTpaHuLe canTa

. PasmewlaeTtcsa nudbopmaums o
canTbl i ¢popmauy

pekoMeHayeMbIX K NCMOJTIb30BAHUIO B
y4yebHOM npoulecce 6e3onacHbIX canTax,
©aHHepbl 6e30MacHbIX AETCKNX CaNTOB.

OpraHam, ocyLLeCcTBsOWMUM ynpasneHne B ccpepe oOpa3oBaHus, peKkOMEHOYETCS Ha CBOUX omumnanbHbIX
WHTepHeT-pecypcax obecneunTtb PyHKLNOHUMPOBAHME CaMOCTOSITENIBHOTO M CNeLManmM3npoBaHHOro pasgena
"MiHdopmaumoHHasa 6e3onacHOCTL", B paMKax KOTOPOro NpeaycMoTPeTb pasMeLLeHne creaytoLlen MHgopmaumu:

Mpunoxexne N 1
NAMATKA ONA OBYYAIOLWMXCA O UHOOPMALIMOHHOW BE3OMNMACHOCTU OETEU

HENb3A

1. BceMm nogpsag coobuaTe CBOK YACTHYHO MHAhOpMaUuto (HacTosawme nms, bammnuio, TenedoH,
agpec, HOMep LLKOfbI, a Takke dpoTorpacdum CBoM, CBOEN CEMbMU U OpYy3ent);

2. OTKpbIBaTb BNOXEHHbIE (halnbl 3NEKTPOHHON MOYTLI, KOrga He 3Haellb OTrnpaBuTens;
3. pybuTh, NpUaMpaTbhCs, OkasbiBaTb AaBIEHME - BECTU cebst HEBEXITMBO U arpeCcCUBHO;
4, He pacnopspkanca geHbramm TBOel ceMbi 6e3 paspelueHusl cTaplumx - Bcerga crpalunBan
poauTenen;
5. He BcTpevainca ¢ UHTepHeT-3HakoOMbIMU B pearibHOW XU3HW - NMOCOBETYWCH CO B3POCbIM,
KOTOpOMY
AoBepsiellb.
OCTOPOXHO
1. He Bce nuwyT npasagy. Ymtaewsb o cebe Henpasay B WHTepHeTe - coobwm o6 3TOM CBOUM

poanTenam Unm onekyHam;,

2. MpurnawatoT nepenncbiBaTbCA, UrpaTb, 0OMEHMBATBLCS - NPOBEPb, HET N1 NOABOXA;

3. He3akoHHOe konupoBaHue hannos B HTepHeTe - BOPOBCTBO;

4. Bcerga paccka3sbiBan B3pocnbiM 0 npobrnemax B CeTu - OHWM BCeraa nomoryT;

5. Wcnonb3yin HacTpoviku 6e30nacHOCTM M MPMBATHOCTW, YTOObI HE NOTEPATb CBOWM aKKayHTbl B
couceTax n

Apyrux nopranax.
MOXHO

1. YBaxaw apyrux nonb3osaTenen;



2. Monb3yewbca NHTEPHET-UCTOYHNKOM - Aerlan CChIfIKY Ha Hero;
3. OTKpbIBaN TONBLKO T€ CChINKA, B KOTOPbIX YBEPEH;

4, O6LaTbCsA 3a MOMOLLBIO B3POCIbIM - POAUTENM, ONEKyHbl U agMUHUCTPaLUS caiiToB Bcerga nomoryT;

5. Mponan oby4veHne Ha cante "CeTeBMYOK" M NOMyYn NacnopT LMdpPOBOro rpaxaaHuHal

Mpunoxexne N 2

MHOOPMALIMOHHAA NAMATKA OJ1A OBYYAIOLWNXCA AnAd PASMELWLEHUA HA OPULIMATIbHbBIX
MHTEPHET-PECYPCAX

C KaxOblM rogomM MOSOAEXM B MHTEPHETE CTaHOBUTbCSA Oorblue, a LUKONIbHUKA OOHW M3 CaMbIX aKTMBHbIX
nons3oBarenen PyHeTta. Mexay Tem, TOMMMO OFPOMHOI0O KOfNMYeCcTBa BO3MOXHOCTEN, UHTEPHET HECeT 1 npobnemsl.
OTa namsiTka gormkHa NoMoYb Tebe 6e3onacHo HaxoauTbCS B CETH.

KomnbloTepHble BUpPYyCbl

KomnbloTepHbI BUMPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX NPOrpaMm, OTINYUTENbHOW OCOBEHHOCTbLIO
KOTOPOW ABMNAETCH CNOCOBHOCTb K Pa3MHOXEHMI0. B AoNonHeHMe K 3ToMy, BUPYChbl MOTYT NOBPeauTb UMK NOMHOCTbLIO
YHUYTOXMTb Bce (pailfibl U OaHHble, MOAKOHTPOMbHbIE MONb30BaTeNo, OT MUMeHM KOToporo Obina 3anylieHa
3apakeHHas nporpamMmMa, a Takke NoBpPeanTb UMK OaXe YHUUTOXWUTL OnepaLmoHHY0 CUCTEMY CO BCeMU dhannamm B
uenoM. B GonblIMHCTBE Criy4aeB pacnpoCTpaHsTCA BUPYChl Yepe3 MHTEPHET.

MeToab! 3aLWuTbl OT BPEAOHOCHbIX MPOrpamm:

1. Mcnonb3yih coBpeMeHHble OnepauuoHHblE CUCTEMbI, MMEIOLLME CEPbE3HbIA YPOBEHb 3aliuTbl OT
BPEAOHOCHbIX NPOrpamm;

2. MocTosAHHO ycTaHaBnuBam nayth (UMdpoBbIe 3annaTkun, KOTOPble aBTOMAaTUYECKN YCTaHaBNMBAaKTCS C
uenbo gopaboTky nporpaMmbl) U Apyrue oBHOBMEHWS CBOEW onepauMoHHOW cucTeMbl. CkaumMBan MX TOMbKO C
oduymansHoro canta paspabotynka OC. Ecnu cylecTByeT pexnm aBToOMaTU4ECKoro 06HOBMNEHUS, BKITHOYN €rO;

3. PaboTaw Ha cBoeM KOMnNbOTEPE NOA NpaBaMu nosfib3oBartensd, a He agMUHUCTpaTopa. OT0 He No3BoNUT
6OJ'II:IJJI/IHCTBy BPeAOHOCHbIX nporpaMm MHCTanMpoBaTbCA Ha TBOEM NepCoHarlbHOM KOMMbIOTEPE,

4, Mcnonb3yihi aHTUBMPYCHbIE NPOrpaMMHbIEe NPOAYKTLI M3BECTHbLIX NPOU3BOAMTENEN, C aBTOMATUYECKUM
obHoBreHMeM 6a3s;

5. OrpaHnyb hurandecknii [OCTYN K KOMMNbIOTEPY ANsi TOCTOPOHHUX NKL;

6. Vcnonb3yi BHeLWHWe HOCUTENW MHGOPMAaLMK, Takne Kak dneluka, AMCK unu ann n3 nHTepHeTa,
TONBbKO N3 NPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBan KOMMNbIOTEPHbIE hannbl, NOMYyYeHHbIe U3 HEHaAEeXHbIX UCTOYHUKOB. Jaxe Te dawnsl,
KOTOpble npucran TBOW 3HaKOMBIN. Jlyylle yTOYHU Y Hero, oTnpasnsan nn oH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He Bug nepepayn OaHHbIX, HE TEXHOMOrMs, a Bcero nuuwb OpeHa, mapka. Ewe B 1991 rogy
HugepnaHackas KomnaHust 3apeructpupoBana 6peng "WECA", 4yto obosHavano cnosocoyeTaHue "Wireless
Fidelity", koTopbIi nepeBoanTCA Kak "0ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu fowna gpyras abbpeBuaTypa, KoTopas SBMNSAETCS TaKOW Xe TexXHOsornen. ITo
abb6pesunatypa "Wi-Fi". Takoe Ha3BaHue ObINO JAaHO C HAMEKOM Ha CTaHZapT BbiCLUEN 3BYKOBOW TexHukn Hi-Fi, yto
B NepeBode 03Ha4vaeT "BbliCOKasi TOMHOCTbL".



[a, 6ecnnaTHbI MHTEPHET-OOCTYN B Kade, OTENAX U a3ponopTax ABnseTcs OTNMYHOW BO3MOXHOCTbLIO BbIXOAa
B MHTepHeT. Ho MHOrMe akcnepTbl cumTaloT, 4to obuwenoctynHele Wi-Fi ceTu He aBnsitoTcs 6e3onacHbIMu.

CoBeTbl N0 6e3onacHoCTH paboTbl B 06LenocTYnHbIX ceTax Wi-fi:

1. He nepepaBaii cBoto nuuHyto mHdopmauumio depes obuenoctynHole Wi-Fi cetn. PaboTtaa B Hux,
XenaTtenbHO He BBOAMTbL Naponu A4OCTyna, NOrnHbl U Kakme-To HOMepa;

2. Vicnonb3yi n 0BHOBNAN aHTUBMPYCHbIE NporpaMmmbl U 6paHamayep. Tem cambim Tbl 06e30nacuilb cebs
OT 3aKaukv BUpyca Ha TBOe YCTPOWCTBO;

3. Mpn ncnonbsoBaHun Wi-Fi oTkntoun dyHkumio "O0wmin goctyn Kk damnam m npuHtepam". [JaHHas
PYHKUUSA 3aKpbITa MO YMONYaHUIO, OAHAKO HEKOTOPbIE NOMNb30BaTENM akKTUBUPYIOT ee Ans yaobCcTBa NCNoNb30BaHNUS
B pabote unu yyebe;

4, He ncnonbayi nybnuunein WI-FI gns nepegaym nnyHbIX AaHHbIX, HANnpumep A4S BbIXOA4A B coLManbHble
CEeTMW UINKN B 3NEKTPOHHYIO MOYTY;

5. VMcnonb3yi Tonbko 3awumiLeHHoe coeauHeHne yepes HTTPS, a He HTTP, T.e. npu Habope BeG-agpeca
BBOAWM UMeHHO "https://";

6. B mobunbHoM TenedoHe oTkntoumn pyHkumio "Moakniovenne k Wi-Fi aBTomaTtnyeckn". He gonyckan
aBTOMAaTMYEeCKOro NOAKIMYeHNst ycTponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CouunanbHble ceTn

CoumarbHble CeTU akTUBHO BXOAAT B Hally XW3Hb, MHOrVe nioan paboTaloT U XMBYT TaM NOCTOSHHO, a B
Facebook yxe 3apeructpupoBaH Munnnapg 4enoBek, YTO ABMSETCA OAHOW CeAbMON BCEX XWUTEenemn nnaHetbl.
MHorve nonb3osaTtenu He MOHWMAIOT, YTO MHAOPMALUS, pasMeLLEHHas UMW B COLMarbHbIX CETSX, MOXeT BbiTb
HangeHa 1 ucnornb3oBaHa KeM YrogHo, B TOM Yucre He 06s3aTenbHO ¢ 6naruMm HamepeHUaMu.

OcHOBHble CoBEeTbI M0 6e30NacHOCTU B CoLMarnbHbIX CETAX:

1. OrpaHuyb crnncok apyseit. Y Tebs B Apy3bsix He AOMKHO GbiTb CNy4aliHbIX M HE3HAKOMbIX Noaeln;

2. 3alwmwan cBo YacTHYH XM3Hb. He ykasbiBan naponu, TenedoHsbl, agpeca, gaty TBOEro poXxaeHus un
OPYryto NUYHYI0 MHAOPMaLMio. 3NOYMbILLNEHHMKU MOTYT MCNOSb30BaTh Aaxe UHMOPMaLMIO O TOM, Kak Tbl 1 TBOM
poAUTENU MaHnpyeTe NPOBECTU KaHUKYINbI;

3. 3awmwan cBoto penyTauumio - AepXu ee B YNCTOoTe M 3agaBan cebe Bonpoc: xoten Obl Tbl, YTObbI Apyrve
nonb3oBaTtenin Bugesrnun, 4Yto Tbl 3arpy>|<anJb? I‘Io,u,ymaﬁ, npexane 4em 4To-To OI'Iy6J'IVIKOBaTI:, HanucaTtb N 3arpy3unTb,

4. Ecnu Tbl roBopuWb C MOAbMU, KOTOPbIX He 3Haellb, He UCMONb3yl CBOE pearlbHoe MMs U ApYryto
TINYHYIO MHPOPMALMK: MMSI, MECTO XUTENbCTBA, MECTO Y4ebbl 1 Npoyee;

5. M3beranm pasmewieHunsa dotorpachun B VHTepHeTe, roe Tbl M3obpaxeH Ha MECTHOCTW, MO KOTOPOW
MOXHO onpeaennTb TBOE MECTOMOMNOXEHNE;

6. Mpu perctpaumn B coumasnbHoOW ceTu HeobXoaMMo MCMoMb30BaTh CHOXHbLIE Naponu, cocToswme U3
GYKB 1 LMp 1 C KONMYECTBOM 3HAKOB He MeHee §;

7. [na coumanbHOM ceTU, NOYThI U apyrux caToB HeoOXOAMMO UCMONb30oBaTb pa3Hble naponu. Torga
ecnm

TeGs B3NOMaloT, TO 3MOYMbILLNEHHUKM Nosly4aT AOCTYN TOMbKO K OAHOMY MECTY, a He BO BCe cpasy.

OneKTPOHHbIE AeHbIU

ONEKTPOHHbIE AEHbIM - 3TO OYeHb YAOOHbLIA Cnocob nnaTexew, OAHaKO CYLLECTBYHOT MOLUEHHUKU, KOTOpble
XOTSAT NONYyYnTb 3TN AEHbIN.



3J'IeKTpOHHbIe OEHbI'M NoABUINNCb COBCEM HEABHO N MMEHHO U3-3a 3TOr0 BO MHOIMMX rocygapcrteax o CUX nop
He NponmncaHo npo HMX B 3aKOHaX.

B Poccun xxe oHM OYHKLMOHWUPYIOT U O HUX YKe MPONUcaHo B 3aKOHe, rae X pasfensitoT Ha HECKOMbKO BUAOB
- @HOHWMHbIE N HEe aHOHWMHble. PasHnua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX paspellaeTcsi NpoBOAUTb
onepauun 6e3 mMaeHTUPUKAUUU NONb3oBaTeNs, a B HEAHOHWMHbIX UAEHTUMMKALMA NoNnb3oBaTens SBMSETCS
obsa3aTenbHON.

Takke cnepyeTr pasnuyatb SNEKTPOHHble uaTHble AeHbrn (paBHbl FOCYAAPCTBEHHbIM BanTam) WU
3NEKTPOHHbIE HednaTHbIE AeHbIM (HE paBHbl rOCYAapPCTBEHHLIM BanoTam).

OcHoBHble coBeTbl N0 BesonacHon paboTe ¢ aNeKTPOHHbIMU AEHbraMu:

1. MpmBSHXK K cHETY MOOUIBHbIN TENEOH. TO cambll YAOOHbIN U ObICTPbIN CNOCO06 BOCCTAHOBUTL AOCTYN
K cuyeTy. NpuBasaHHbIA TenedoH NOMOXET, ecnv 3abydellb CBOW MNaTeXHbl Napofb MM 3angellb Ha CalT C
HEe3HaKoOMOro yCTPONCTBA;

2. VMcnonb3yi ogHopasosble naponu. [locne nepexoaa Ha ycuneHHyto aBTopusaumio Tebe yxe He Byaet
yrpoXaTtb OMacCHOCTb KpaXu Unn nepexesaTta NiaTexHoro napons;

3. Bbibepn cnoxHbii naponb. lNpecTynHukam GygeT He NpoCTO yragaTtb CMAOXHbIA naponb. HagexHble
naponu - 3To Naponu, KOTopble coaepxaT He MeHee 8 3HAKOB M BKIHOYAOT B ce6s CTPOYHbIE Y NPONUCHbIE OYKBBbI,
undpbl M HECKOIBLKO CUMBOJIOB, Takmne Kak 3Hak gonnapa, yHTa, BOCKNuuaTenbHbIR 3Hak 1 T.M. Hanpuwmep,
$tRONng!;; 4. He BBOOM CBOM NUYHblE AdaHHble Ha calTax, KOTOpPbIM He

aoBepdaellb.

AneKkTpoHHasA no4Tta

OneKkTpoHHas mno4vta - 3TO TEXHOMOrMS U MPeaoCTaBliieMble €K YCNyrM Mo Mepechliike U MoyYeHuto
3MEKTPOHHbIX COOBLLEHNI, KOTOpble pacnpeaensioTcs B KOMMbOTEpHOW ceTu. OBbIYHO 3NEKTPOHHbIA MOYTOBbII
AWMK BbIMSAUT cregylowyM o6pasoM: UMs_Nonb3oBaTensa@umMsi_oMeHa. Takke KpoMe nepegayu npocTtoro
TEKCTa, MMeeTCsl BO3MOXHOCTb NepeaaBath daiinbl.

OcHoBHble coBeThbl N0 6e3onacHor paboTe ¢ INEeKTPOHHOW NOYTOMN:

1. Hapo BbIGpaTb NpaBWUsbHbIA MOYTOBbLIA CEPBUC. B MHTepHeTe ecTb OrpoMHbIi BbiGop GecnnaTHbIX
MOYTOBLIX CEPBUCOB, OAHAKO NyYllie A0BEPATbL TEM, KOTO 3HAELLb U KTO NepBblii B PENTUHTE;

2. He ykasbiBau B nn4yHon noyte nU4YHy0 WHopmauno. Hanpumep,
nyyuwe BbIbpaTb
"My3blkanbHbli_aHaT@" nnm "pok2013" BmecTto "Temal3";

3. Wcnonb3yin paByxaTanHyto aBTopu3auuto. JTO Korga MOMMMO Maponisl HYXHO BBOAWUTbL  Kop,
npucelniaemblin no SMS;

4. Bblbepu crioxHbI napornb. [Ans kaaoro NoYToBOro siLMka AOoMmKeH BbiTb CBOM HAAEXHbIN, YCTONYMBLIN
K B3[IOMY Napons;

5. Ecnu ecTb BO3MOXHOCTb HanncaTb CamoMy CBOW NTMYHbIA BOMPOC, UCMOMb3Yy 3Ty BO3MOXHOCTb;

6. |/|CFIOJ'Ib3yIZ HECKOJ1IbKO MOYTOBbIX ALLUKOB. I'IepBb||7| Onsi YacTHOM nepennckn ¢ agpecatamMmun, KOToOpbiM
Thbl JoBepAeELlb. 310 SﬂeKTpOHHbIIZ agpec He Haao ncnosnb3oBaTb MNpuU perncTpaunn Ha d)opymax 1 canTax;

7. He oTkpbiBait dhaiinbl U Apyrue BNOXEHUS B MMCbMaX, AaXe eclnii OHU NPULLAK OT TBOMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABIANN N OHN Tebe 3T dannel;

8. TMMocne okoHYaHWs paboTbl HAa MOYTOBOM CepBUCE Nepes 3akpbliTMeM BKMagku ¢ cauToM He 3abyab
Ha)xaTb
Ha "Bbintn".



KnbepOynnuHr unu BuptyansHoe usgeBatenbCTBO

KnbepbynnuHr - npecnegoBaHue COOOLLEHMSIMM, CoAepXaluMMn OCKOpOIieHus, arpeccuio, 3amnyrmpaHue;
XYJNUraHCTBO; coumnarnsHoe 60MKOTUPOBAHME C NMOMOLLbIO Pa3fMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepOynIIMHrom:

1. He Gpocaiics B 6oii. Jlyuywumii cnoco6: nocoBeToBaTbCs Kak cebsi BECTU U, ECIIM HET TOTO, K KOMY MOXHO
o6paTuTbCsl, TO BHa4ane ycrnokouTbes. Ecnu Tbl HAYHeLWb OTBeYaTb OCKOPOIIEHNAMM Ha OCKOPONEHUs], TO TOMbKO
elle Gorblue pasoxKellb KOH(INKT;

2. YnpaBnsi cBoen knbeppenyrtauuven;
3. AHOHMMHOCTb B ceTU MHMMad. CyLlecTBYHOT CNOCOObI BbIACHUTb, KTO CTOUT 3@ @aHOHUMHbBIM aKKayHTOM;
4. He ctout Bectn xynuraHckuii obpas BMpTYyanbHOM XW3HU. VIHTepHET donKcupyeT Bce TBOU OENCTBUSA U

CoXpaHsieT UX. YOoanuTb ux 6yaeT KpariHe 3aTpyaHUTENbHO;

5. Cobrtogalt CBOO BUPTYarbHYO Y€CTb CMOSIoAY;

6. UrHopupyin egnHnyHbin Heratme. OgHOpasoBble OCKOPOUTENbHbIE COOBLLEHUS Myylle UrHOpPUpOBaThb.
OO6bIYHO arpeccus NpekpaLlaeTcs Ha HavanbHON CTaauu;

7. BbaH arpeccopa. B nporpammax oBMeHa MrHOBEHHbIMW COOBLUEHUAMW, B COUMAnbHbIX CeTAX eCTb
BO3MOXXHOCTb GFTOKMPOBKM OTNpaBKun COObLLEHMI C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBuageTens Km6ep6ynnMHra. TBou oencTems: BbICTYNMTb NPOTUB NpecneagoBaTtenid, Noka3aTtb
€My, 4TO ero OEeNCTBMSI OLLEHNBAKOTCS HEraTMBHO, noanepXatb XXepTBy, KOTOpOIZ HY>XHa ncuxorsnornyeckad nomMolLlb,
coooWmnTL B3POCI1bIM O d)aKTe arpeccmBHOro noeegeHuna B ceTu.

Mo6unbHbIN TenecgoH

CoBpeMeHHble cMapTdOHbl U NNaHWweTbl cogepxaTt B cebe BNonHe B3pOCnbIv PyHKUMOHAN, U Tenepb OHU
MOTYT KOHKYpPUPOBaTb CO CTaLMOHapHbIMKU KOoMMbioTepamu. OgHako, CpeAcTB 3alMTbl AN nogobHbIX YCTPOWMCTB
noka o4yeHb Mano. TecTMpoBaHME N NOUCK YA3BUMOCTEN B HUX NMPOUCXOOUT He Tak MHTeHCUBHO, Kak ang MK, 1o xe
camoe KacaeTcsl U MOBUIbHbBIX MPUMOXEHUNA.

COBpeMeHHbIe MOOUIbHbIE 6pay3epb| yXe npakTn4eckn oorHanm HactoJibHble aHarnorun, ogHako paclimpeHne
d)YHKLI,I/IOHaJ'Ia BNneYeT 3a cobon 6OJ'IbLuyIO CJTOXXHOCTb 1 MEHbLUYH 3alWNLLEeHHOCTb.

[aneko He BCce Npon3BoauTenu BblinyckaoT OBHOBNEHMS, 3aKpblBalOLLME KPUTUYECKNE YA3BUMOCTU ANsi CBOUX
YCTPOWCTB.

OcHoBHble coBeTbl AN 6e3onacHOCTN MOBUMBLHOro TenedoHa:

Hunyero He saBnsetcsa no-HacTodLwemy GecnnaTtHbIM. Eyﬂ,b OCTOpPOXeH, BeOb Korga Tebe npeanararT
GecnnaTHbI KOHTEHT, B HEM MOryT ObITb CKPbITbl KakKme-TO ninaTtHble YCIyru;

Oywmawn, npexae yeMm otnpaBuTe SMS, hoTo unm Buaeo. Thl TOYHO 3HaELLb, TAe OHM ByagyT B KOHEYHOM Utore?

HeoGxoavmo 06HOBMSITb ONepaLMoHHY0 CUCTEMY TBOETO CMapTOHa;

Ncnonb3yi aHTMBUPYCHbIE MPOrpaMmbl ANs MOBUMbHbBIX TenedgoHOoB;

He 3arpy>|<a|7| npunoXxeHna OT HeU3BeCTHOro WuCToYHMKa, Bedb OHU MOryT copepxatb BpedoHOCHOe
nporpamMmmHoe obecneyeHue;

lMocne Toro kak Thl BbIRAELWb C CanTa, rge BBOAW JNIMYHYI0 MHOpPMaUmMio, 3aigM B HAacTponku Opaysepa 1
yaanu cookies;

I'Iepvlo,qvlquKm npoaepﬂﬁ, Kakue nnatHble YCNyrn aktTuBupoBaHbl Ha TBOEM HOMEpPE;



[aBari cBon Homep MOBUITbHOIO TeredoHa TOSBbKO NI0AAM, KOTOPbIX Tbl 3HAELb U KOMY AOBEpSELLb;

Bluetooth gomkeH 6bITb BbIKNIOYEH, KOraa Thl UM He Nonb3yellbes. He 3abbiBat MHOrga NnpoBepsATh 3TO.

Online nrpsbl

CoBpeMEeHHbIe OHMNaWH-Urpbl - 3TO KpacoyHble, 3axBaTbiBaloLLMe pasBneYeHns, 06 beauHSIoLINE COTHN ThiCAY
YyernoBek Mo Bcemy mupy. Urpokn mccneaytoT AaHHbIA UM MuUp, oBLaloTcs Apyr ¢ APYroM, BbIMOMHSOT 3agaHus,
cpaatoTCsl C MOHCTPaMM M Nony4vatoT onbIT. 3a YA0BONbCTBUE OHM NIATHT: NOKYNatT ANCK, onnaymBaloT abGoHEMEHT
nunm npuobpeTaroT Kakme-To onuumn.

Bce a1 cpeadcTBa nayT Ha nogaepkaHue U pasBUTME UMpbl, @ Takke Ha camy 6e30MacHOCTb:
COBEpPLUEHCTBYIOTCA CUCTEMbI aBTOPU3aLMK, BbIMYCKAOTCA HOBble NaTyu (UMdpoBble 3annaTku Ang nporpamm),
3aKpbIBaOTCA YA3BUMOCTU CEPBEPOB.

B nogo6HbIx nrpax CTtout onacatbCA He CTOJIbKO CBOMX COMNEpPHUKOB, CKOJIbKO KpaXXyM TBOEro naposnd, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusauunm OonblMHCTBA nrp.

OcHoBHbIe coBeTbl N0 6e30NacHOCTU TBOEro UrPOBOro akKayHTa:

1. Ecnu gpyrov nrpok Beget cebsa nnoxo mnu cosgaet Tebe HenpuaTHOCTK, 3abnoknpyn ero B
CMUCKe UIPOKOB;

2. Moxanynca agMuHMCTpaTopam Wrpbl Ha MNoxoe MOBeAEHME 3TOT0 UrpokKa, XenaTerbHo
NPUNOXMUTb KakMe-TO AoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nnynHyo nHopmaumio B npodanne urpsl;

4, YBakai gpyrmx y4acTHUKOB MO UMPE;

5. He ycTtaHaBnumBan HeodmumanbHbie NaTym u MOAbI;

6. Mcnonb3yi cnoXHble U pasHble Naponu;

7. [axe BO Bpemsi Urpbl He CTOUT OTKMOYaTb aHTMBUPYC. Moka Tbl Urpaellb, TBOW KOMMbHOTEP
MoryT

3apasuTh.
DULIMHT nnun KpaXa NMUYHbIX AaHHbIX

OO6blyHOW KpaxeW [deHer WM [OOKYMEHTOB CerofHsi YXe HUMKOro He yaMBWLWb, HO C pasBUTMEM
WHTEPHETTEXHOMOIMIN 3TOYMbILLMIEHHUKN NEPEMECTUITMCbL B MHTEPHET, U MpOoJokKalT 3aHumaTtbecs "nobumbim”
Oenom.

Tak nosiBUNacb HOBas yrpo3a: UHTEPHET-MOLLUEHHMYECTBA UM (PULLINHT, rNaBHasi Lenb KOTOPOro COCTOUT B
nony4yeHun KoHuaeHuuanbHblX AaHHbIX Mofb3oBaTernen - NorMHoB U naponen. Ha aHrnuickoM sasbike phishing
yntaeTca kak ouwnHr (ot fishing - peibHas nosns, password - napons).

OcHOBHble coBeTbI Mo 6opbbe ¢ DULLMHIOM:

1. Cneu 3a cBoUM akkayHTOM. Ecnun Tbl nofo3speBaellb, YTO TBOsi aHkeTa Obina B3nomaHa, To
HeobxoaMMOo 3a6rIoKMpoBaTh €e U COOOLLMTbL agMUHUCTPATOpPaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. Wcnonb3yih 6e3onacHble Be6-caiThbl, B TOM YMCHe, UHTEPHET-MarasuHOB U MOUCKOBbLIX CUCTEM;

3. Mcnonb3yit crnoxHble M pasHble naponu. Takum obpasom, ecnu Tebsa B3fnomarT, To
3M1I0YMbILLMIEHHMKM NOMNyYaT AOCTYM TONMbKO K OAHOMY TBOEMY Npodousiio B CETH, a He KO BCEM;

4, Ecnn 1ebs B3nomanu, To HeobxoouMmo nNpeaynpeamuTb BCEX CBOMX 3HAKOMbIX, KOTOpble
nobaBneHbl y Tebsi B APY3bsiX, O TOM, YTO Tebs B3noManu 1, BO3MOXHO, OT TBOEro MMeHn DyaeTt paccbinarbes
crnam 1 CCbISIKU Ha (PULLNHIOBbLIE CalThl;



5. YctaHoBu HagexHbin naponb (PIN) Ha MOBUNbHBIN TeNegoH;

6. OTKMoYM coxpaHeHne napons B bpaysepe;
7. He oTkpbiBan gaiinsl 1 gpyrve BRNoXeHusl B NTMCbMax, AaXe eClnv OHW MPULLINK OT TBOMX APY3€eN.
Jlyywe

YTOYHMW Y HUX, OTNPABISANN N1 OHW Tebe 3Tn dannebl.
LUundpoBasa penytauus

LindppoBas penytaums - 3To HEraTUBHasa My No3nTMBHas UHdopmauns B ceTn o Tebe. KomnpomeTtupytoLas
WHpopmauuns, pasmeLLeHHasa B UHTEPHETE, MOXeT cepbe3HbiM 00pa3oM OTpasvUTbCA Ha TBOEW peanbHOM XU3HMU.
"LincppoBag penytaumsa” - 310 TBON UMUK, KOTOPbIN chopMupyeTcs us nHgopmarmm o Tebe B MHTEPHETE.

TBOE MeCTO XMTenbCTBa, y4ebbl, TBOe (PMHAHCOBOE MOMOXeHWe, OCOOEHHOCTM XapakTepa U pacckasbl O
OnNU3KKX - BCe 3TO HakannmMBaeTCcs B CETU.

MHorve nogpOCTKN NErKOMbICIIEHHO OTHOCATCS K NyGmMkaummn nnyHomn nHpopmauum B IHTepHeTe, He NoHnmas
BO3MOXHbIX MOCNeAcTBU. Thl gaxke He CMOXeLlUb AoragaTbCs O TOM, 4TO poTorpadus, pasmelleHHas 5 net Hasag,
cTana Nnpu4rMHOMN oTKasa NPUHSATL Tebst Ha paboTy.

KomMeHTapuu, pasmelleHne TBomx dotorpadmn n apyrne AencTBUS MOTYT HE UCHE3HYTb Aaxe nocrne Toro,
Kak Tbl MX yganuilb. Tbl HE 3Haellb, KTO COXpaHWn 3Ty MHAOPMaLMio, nonana fm oHa B MOUCKOBbIE CUCTEMbI U
COXpaHWUnach 11 OHa, a rnaBHoe: YTO NogymatoT 0 Tebe oKpyxatoLiue Nioau, KoTopble HanayT U yBUAAT 3T0. Hantu
NMHOPMALIMIO MHOTO MET CYCTS CMOXeT MNobon - Kak n3 gobpbix NOBYXKAEHUIR, Tak N C HAMEPEHNEM NPUYNHUTL
BpeA. ATO MOXET ObITb KTO YrOAHO.

OcHOBHble COBETLI MO 3almTe LMPOBON penyTaumm:

1. Moaymait, Nnpexae Yem 4To-TO NyGNMKoBaTb M NepeaaBaTh y cebsi B 6riore unv B coumanbHOM CeTy;

2. B HacTpoiikax npoduns ycTaHOBM OrpaHUYeHnst Ha NPOCMOTP TBOEro NpPodumns 1 ero coaepXXMmMoro,
coenawn ero toneko "ansa gpysen”; 3. He pasmelsan n He ykasbiBan MHoOpMaumio, KOTopas MOXeT KOoro-nnbo

0oCKopONATL N obmxaThb.

ABTOpCKOe npaBo

CoBpeMeHHble LUKOMNbHWUKN - aKTMBHbIE MOMb30BaTENM LMGPOBOro npocTpaHcTea. OgHako ganeko He Bce
3HalOT, 4YTO MNOMb30BaHWE MHOMMMM BO3MOXHOCTAMU LudpoBoro Mupa TpebyeT cobnogeHuss npaB Ha
MHTEnNneKTyanbHyl CO6CTBEHHOCTb.

TepMuH "MHTENnNekTyaneHas COOCTBEHHOCTb" OTHOCUTCH K pasfnMyHbIM TBOPEHUSIM 4ErOBEYECKOro yma,
HauyMHas C HOBbIX M30OpPEeTEHMI U 3HAKoB, 0603HaYaLWMX COOCTBEHHOCTb Ha MPOAYKTbl U YCMyry, U 3akaH4MBas
KHUramu, dotorpadmsamm, KWHounbMamMm 1 My3sblkarbHbIMU MPOU3BEAEHUSIMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTEeNeKTyanbHyl0 CO6CTBEHHOCTb Ha NPOU3BEAEHUS HAYKW, NUTEpaTyphbI 1
NCKyccTBa. ABTOPCKME MpaBa BbLICTYMNAlOT B Ka4YeCTBE rapaHTUM TOro, YTO WHTENNeEKTyarbHbIA/TBOPYECKUA TPYA
aBTopa He OyaeT HanpacHbIM, 4acT eMy cripaBeaSinBble BO3MOXHOCTM 3apaboTaTh Ha pesynbTaTtax CBOEro Tpyaa,
MONy4nTb W3BECTHOCTb W Mpu3HaHue. Hukto 6e3 paspelleHus aBTopa He MOXeT BOCMPOM3BOAUTL €ro
Npou3BefeHne, pacrnpocTpaHsaTe, NyGNMYHO AEMOHCTPMPOBATL, NpoAaBaTth, MMMOPTMPOBATb, MyckaTb B MPOKAT,
MyGANYHO UCMOSHATb, MOKa3bIBaATL/UCMONHATL B 3hmpe nimn pasMeLlatb B VIHTepHeTe.

WNcnonb3oBaHne "nmpatckoro” nporpaMMHOro obecrneyveHnst MoXXeT NPUBECTU K MHOMMM puUcKam: OT notepu
OaHHbIX K TBOMM akkayHTam 40 GnOKMPOBKM TBOEro YCTPOWCTBA, rAe ycTaHOBMEHa HeneranbHas nporpamma. He
CTOUT Takke 3abblBaTb, YTO CYLLECTBYIOT feranbHble U 6ecnnaTtHble NPorpaMMbl, KOTOPbIE MOXHO HAWTU B CETU.

O noptane



CeTeBUYOK.pd - TBOM rMaBHbI COBETUMK B CETU. 30ECh Thl MOXeELLb Y3HaTb 0 6e30MacHOCTU B CETU NMOHATHbLIM
N OOCTYMHbIM SI3bIKOM, @ MPY BO3HUMKHOBEHWUM KPUTUYECKON CUTyauun obpaTuTbCst 3a COBETOM. A Takke MPUHSTb
y4yacTue B KOHKypCax M cTaTb CamblM LIMPPOBLIM rpaxkaaHnHom!

MpunoxeHne N 3




